Introduction
According to a famous, and probably apocryphal, anecdote, Michael Faraday, who first formulated the laws of electromagnetic induction, so paving the way for electric motors and dynamos, was once explaining his discovery to the Prime Minister, W.E. Gladstone. When Gladstone, a bit bored, asked 'But after all what use is it?' Faraday replied, 'Well sir, there is every probability you will be able to tax it. ' Technology often offers unexpected opportunities to governments. When in the late 1960s the first biometric devices appeared, 1 these were seen as a science fiction technology of limited application. No one could then imagine that they would become one of the most significant technologies of the first decade of the new millennium. Since 9/11 many governments have claimed that biometrics represent a dramatic breakthrough in securing people and their assets. Yet there has been very little evidence that biometrics-based security measures have prevented any major crime or act of terrorism -while biometric devices have been increasingly used for other purposes, such as border control, electronic identification, e-commerce, e-banking and e-health. This has led civil liberties and privacy advocates to argue that biometrics are integral to the surveillance apparatus with which governments aim to control their citizens, rather than to the prevention of terrorism. Now is perhaps the moment for a calm evaluation of biometrics, their security applications and their future as an identification technology. This chapter aims to examine the conceptual framework underlying the employment of biometric systems of identification. Our intention is to map the conceptual terrain in which the biometric programme is situated; however, we will conclude with a very brief discussion of the implications of this conceptual framework for the application of biometric technologies in the area of national defence and security.
What are biometrics?
Biometric devices belong to the wider category of Automatic Identification and Data Capture (AIDC) technologies. These include a vast array of technologies for 'tagging' and tracking vehicles, items and individuals.
2 AIDC technologies were pioneered by military logistics planners, though they have gained acceptance and broad adoption for civil purposes. In the following subsections we briefly discuss some conceptions of identity, and relate them to the functioning of biometric identification technologies.
Identity and identification technology
Although identification is generally thought of in terms of ascertaining the identity of an item, identity and identification are not quite two sides of the same coin. The distinction between identity and identification is the distinction between who one is and how (or in virtue of what) one may be recognized. For to be recognized is not necessarily to be recognized for who one most essentially is, but can merely involve categorization.
Philosophers distinguish qualitative and numerical identity. To say that A and B are numerically identical is to say that A and B are the very same object. 'A' and 'B' are thus names for the same object -the object is named twice but should be counted once. To say that A and B are qualitatively identical is to say that they are exactly similar in some respect. Two cars, fresh off the production line, may be qualitatively identical in the sense of being precisely the same colour, weight, shape and so on; but they are still two cars: they are qualitatively identical (in some respects), but nonetheless numerically distinct.
The concepts of numerical and qualitative identity interact in various interesting ways. Diachronic identity (identity over time) and the possibility of change imply that an entity may be numerically identical with itself at different times, and yet qualitatively non-identical. For example, we all had properties during childhood that we do not have now (say, the property of being under five feet tall) -that is, we have changed. Yet we are, it would seem, the same beings as before: qualitatively we are different, numerically we are the same. 3 On the other hand, the issues here are complex and controversial, as numerical identity could be considered as a special instance of qualitative identity.
